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• Fintech

• Textil inteligente

• Smart Cities

• Smart Grids

• Industry 4.0

Inteligencia 
Artificial

• Cybersecurity

• Data Science

• Machine Learning

• IoT

• Bioinformática 

• Neurociencia

• Blockchain
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Multimodal Self-Supervised Learning 

aprender representaciones de 
datos que incluyen múltiples 
modalidades, como imágenes, 
texto y audio, sin la necesidad de 
etiquetas explícitas



Deep Energy-Based Generative Models 

Generación de imágenes de 
alta calidad, la síntesis de 
habla y la generación de 
texto coherente. Además, 
los DEBGM se han utilizado 
para la detección de 
anomalías, la clasificación y 
la segmentación de 
imágenes y la identificación 
de patrones en señales 
biológicas.



Inference for latent variable Energy-Based Model 
for multimodal 

para aprender representaciones de datos que incluyen 
múltiples modalidades, como imágenes, texto y audio



Contrastive Learning Approach for Variational 
Autoencoder Priors

es aprender una distribución latente que capture la estructura 
subyacente de los datos de entrada



Variational Prototype Inference 

aprender representaciones latentes en un espacio continuo y diferenciable que permiten la 
agrupación y clasificación de datos de manera eficiente



Deep 
Generative 
Model

la clasificación, la 
generación de datos y la 
detección de anomalías



Causal 
inference 
meets deep 
learning

inferir relaciones causales entre 
variables a partir de datos, 
utilizando técnicas de aprendizaje 
profundo y causalidad



Industria 5.0: el ser humano en el centro de la cadena productiva
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About DeepSIEM

Industrial Enviroments

ICS/SCADA environments are now connecting to the Internet. This opens these 
environments to attacks and intrusions facing IT environments, making SIEM an 
increasingly smart security solution choice for industrial environments.

“Organizations now recognize the security of their ICS assets as fundamental to their 
business, and they expressed as their number one concern ensuring the reliability and 
availability of control systems.” – SANS 2021 OT/ICS Cybersecurity Survey

Initial attack vectors                                                                                              Most likely sectors to have a successful ICS compromise
SANS 2021 OT/ICS Cybersecurity Survey
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What is?

• DeepSIEM is a security information and event management solution that:
• Centralizes an organization’s logs.

• Correlates and analyzes logs in real time in search of cyberthreats.

• Automatically mitigates detected threats.

• Visualizes and manages all the platform's functionalities and data.

Correlation Analysis Cyberthreat
mitigation

Alerting
Reporting

Visualization

Data
ingestion

About DeepSIEM
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SOC

A Security Operation Center (SOC) is a centralized function within an 
organization employing people, processes, and technology to continuously 
monitor and improve an organization's security posture while preventing, 
detecting, analyzing, and responding to cybersecurity incidents.

In industrial processes, the primary objective is to maintain the availability

• User and entity behavior through security information and event 
management (SIEM).

• Network detection and response (NDR).

• Endpoint detection and response (EDR).

About DeepSIEM
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The cyberattack surface in modern enterprise
environments is massive, and it’s continuing to grow
rapidly. This means that analyzing and improving an
organization’s cybersecurity posture needs more than
mere human intervention.

“Analyzing and improving cybersecurity posture is not
a human-scale problem anymore.”

AI is able to quickly analyze millions of events in order
to identify cyber threats.

• Advantages of AI in Cybersecurity:
• Detecting new  and unknown threats.
• Reduce SoC alert fatigue.
• Better vulnerability management.
• Battling bots.
• Better Endpoint Protection.

Artificial Intelligence

“79% of security teams feel overwhelmed by the volume 
of threat alerts.” - Enterprise Management Associates 
(EMA)

“The average security operations team receives over 
11,000 security alerts daily and 28% of alerts are simply 
never addressed.” - Forrester Consulting

“In 2020, the global average number of days an attacker 
is acting against an infrastructure before being detected 
is 24 days,” – FireEye SPECIAL REPORT M-TRENDS 2021
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• Threat Intelligence and Artificial Intelligence techniques 
are used to combat alert fatigue in SOC.

• DeepSIEM has an artificial intelligence and threat 
intelligence module capable of correlating the events of 
the different detection engines, reducing alerts by 
approximately 85%.

• Another possible way to reduce alert fatigue is 
prioritization. DeepSIEM learns the importance of events 
based on the alert management of the organization's 
analysts. It adapts to the context of each organization.   
The system uses variables such as the target of the 
possible attack, the type of event and the origin, among 
others, to prioritize the incidents.

Artificial Intelligence



THANK YOU
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