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About DeepSIEM

Why?

The Global Risks Report 2023

Cybersecurity has been ranked as one of the most important risks 
in recent years.

The Global Risks Report 2023 ranked cybercrime and cyber 
insecurity as the eighth most severe global risk within a two-year 
and a 10-year period, making it clear that cyber risks will remain a 
constant and significant concern over the next decade.

Specifically, the WEF predicts a rise in cybercrime, with more 
attacks against agriculture and water, financial systems, public 
security, transport, energy, communication infrastructure and 
more. In fact, cyberattacks on critical infrastructure ranked 5th 
among what the WEF calls “currently manifesting risks” which are 
expected to have a global impact this year.
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Industry 4.0 – connected industry

AlienVault USM (AT&T)
SPLUNK

Logrhythm
Microsoft Azure Sentinel

Q Radar - IBM
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About DeepSIEM

Industrial Enviroments

ICS/SCADA environments are now connecting to the Internet. This opens these 
environments to attacks and intrusions facing IT environments, making SIEM an 
increasingly smart security solution choice for industrial environments.

“Organizations now recognize the security of their ICS assets as fundamental to their 
business, and they expressed as their number one concern ensuring the reliability and 
availability of control systems.” – SANS 2021 OT/ICS Cybersecurity Survey

Initial attack vectors                                                                                              Most likely sectors to have a successful ICS compromise
SANS 2021 OT/ICS Cybersecurity Survey
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What is?

• DeepSIEM is a security information and event management solution that:
• Centralizes an organization’s logs.

• Correlates and analyzes logs in real time in search of cyberthreats.

• Automatically mitigates detected threats.

• Visualizes and manages all the platform's functionalities and data.

Correlation Analysis Cyberthreat
mitigation

Alerting
Reporting

Visualization

Data
ingestion

About DeepSIEM
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SOC

A Security Operation Center (SOC) is a centralized function within an 
organization employing people, processes, and technology to continuously 
monitor and improve an organization's security posture while preventing, 
detecting, analyzing, and responding to cybersecurity incidents.

In industrial processes, the primary objective is to maintain the availability

• User and entity behavior through security information and event 
management (SIEM).

• Network detection and response (NDR).

• Endpoint detection and response (EDR).

About DeepSIEM
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The cyberattack surface in modern enterprise
environments is massive, and it’s continuing to grow
rapidly. This means that analyzing and improving an
organization’s cybersecurity posture needs more than
mere human intervention.

“Analyzing and improving cybersecurity posture is not
a human-scale problem anymore.”

AI is able to quickly analyze millions of events in order
to identify cyber threats.

• Advantages of AI in Cybersecurity:
• Detecting new  and unknown threats.
• Reduce SoC alert fatigue.
• Better vulnerability management.
• Battling bots.
• Better Endpoint Protection.

Artificial Intelligence

“79% of security teams feel overwhelmed by the volume 
of threat alerts.” - Enterprise Management Associates 
(EMA)

“The average security operations team receives over 
11,000 security alerts daily and 28% of alerts are simply 
never addressed.” - Forrester Consulting

“In 2020, the global average number of days an attacker 
is acting against an infrastructure before being detected 
is 24 days,” – FireEye SPECIAL REPORT M-TRENDS 2021
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• Threat Intelligence and Artificial Intelligence techniques 
are used to combat alert fatigue in SOC.

• DeepSIEM has an artificial intelligence and threat 
intelligence module capable of correlating the events of 
the different detection engines, reducing alerts by 
approximately 85%.

• Another possible way to reduce alert fatigue is 
prioritization. DeepSIEM learns the importance of events 
based on the alert management of the organization's 
analysts. It adapts to the context of each organization.   
The system uses variables such as the target of the 
possible attack, the type of event and the origin, among 
others, to prioritize the incidents.

Artificial Intelligence
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Deep Intelligence (deepint.net) is a tool for analyzing data using artificial
intelligence. It provides assisted solutions for all the process, from data
ingestión to data visualization and exportation.

Artificial Intelligence 
deepint.net

Wizard to import your data
Wizard to create and train your models

Wizard to create dynamic visualizations
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Supervised learning

Unsupervised learning

• The system learns automatically from data
• The system is not programmed, it is trained

The aim is to reproduce some "labels", known values in the 
data set. It is used to solve prediction problems

Classification Regression

A discreet
set of

"classes"

A continuous
value

Clustering

Group similar
data

…

Reduction of dimensionality, 
extraction of characteristics, 
Measures of similarity, Association 
rules

Text classification Image classification

Temporal 
series

A continuous value
as a function of time

Artificial Intelligence basics

Artificial Intelligence
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Machine 
Learning

Supervised 
Learning

Semi-
supervised 
Learning

Ensemble 
Learning

Neural Networks and 
Deep Learning

Reinforcement 
Learning

Unsupervised 
Learning

Regression

Classification

Linear regression

Polynomial regression

Lasso regression

Ridge regression

Logistic regression

Decision trees

Classification rules

K-NN

Naive Bayes

SVM

Classical 
Learning

Self-training

Multi-view 
learning

Self-ensembling

Tri-training

Ladder 
network

Clustering

Dimension 
reduction

Pattern search

Exclusive 
clustering

Hierarchical 
clustering

Overlapping 
clustering

Probabilistic 
clustering

k-means

Mean-shift

DBSCAN
Divisive

Agglomerative

Fuzzy C-means

EM-GMM

PCA

SVD

LSA

t-SNE

LDA

Apriori

Eclat

FP-growth

Stacking

Bagging

Boosting

FWLS

Random Forest

AdaBoost

CatBoost

LightGBM

XGBoost

Perceptrons 
(MLP)

Radial Basis 
Function Networks 

(RBFN)

Autoencoders 
(AE)

Convolutional Neural 
Networks (CNN)

Generative Adversarial 
Networks (GAN)

Deep Belief Networks 
(DBM)

Recurrent Neural 
Networks (RNN)

LSM

LSTM

GRU

BiRNN

BiLSTM

BiGRU

AE

DAE

VAE

CNN

DNN/IGN

DCNN

DCIGN

Model-
based

Model-free

Off-
policy

On-
policy

Q-Learning

SARSA

Genetic 
Algorithms

Deep 
Reinforcement 

Learning

Deep Q-Learning

A2C

DRQN
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Artificial Intelligence

• Novelty and Outlier Detection

Outlier and novelty detection algorithms have  
been used to identify abnormal or unusual 
network event.

The objective is to analyse network traffic, 
logs, organization data in general, etc.  for 
which we have created a new model based on 
a combination of the Isolation Forest and 
Local Outlier Factor algorithms.
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• Cybersecurity anomalies

DeepSIEM artificial intelligence system learns the 
organization's habitual behavior and detects in real 
time all types of anomalies, including advanced 
persistent threats (APT).

DeepSIEM's intelligent analysis system uses oulier
and novelty detection to detect any anomaly, 
including unknown threats (0-Day).

One of the most important features of DeepSIEM is
that the algorithms are scalable and adapt to the
traffic of a given organisation/machine and its
evolution over time.

DeepSIEM network analysis using AI

Artificial Intelligence
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• Use case: Network analysis

Features and metrics
extraction

Network
flows

Raw network
packets

Artificial Intelligence
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• Use case: Network analysis

• DeepSIEM ingest tool extracts more than 60 features of 
the various network flows.

• DeepSIEM models the traffic by differentiating between 
day and night, business and non-business days, 
network protocol and traffic origin.

• At the moment, the network traffic analysis uses the 
combination of two different artificial intelligence 
models.

Artificial Intelligence
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• Log and event correlation

DeepSIEM's ingestion tool includes a built-in correlation engine that allows to obtain data 
from different services and assets, combine them and analyze them to detect cyber threats.

The solution uses machine learning for detecting new unknown threats that have similar 
behavior or similar structure and identifiable characteristics to previous or known historical 
attacks. The algorithms search for patterns in the behavior of the logs and relate them to 
attack vectors and threats established in fully customizable rules.

The application of these techniques also allows relating different logs to a threat, obtaining 
more information, detecting the attackers and being able to mitigate the threat effectively.

Artificial Intelligence
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• Use case: Threat detection by correlation system

IDS detects a 
potential malicious
web request to the

server

DeepSIEM NDR 
detects unusual 
traffic from the 

server to an 
external network

EDR detects the
modification of

a file on the
server 

DeepSIEM correlation system detects and reports the threat

IDS Intrusion Detection System  NDR Network Detection and Response  EDR Endpoint detection and response

Artificial Intelligence
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• Alert priorization with AI

The number of events generated by today's security systems saturates analysts, so they are 
looking for solutions that reduce the number of false positives and prioritize threats 
according to the organization's preferences. 

All analysis engines included in DeepSIEM are focused on eliminating false positives, but an 
intelligent prioritization system has also been developed.

The prioritization system uses supervised learning techniques to understand the 
organization's preferences and start sorting events based on their different fields. Natural 
language processing algorithms are used on the content of the events and classification 
algorithms that allow to consider fields such as destination of the attacks, country of origin, 
the affected service, the time zone, among others.

Artificial Intelligence
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• Use case: Alert priorization
• The system learns after DeepSIEM deployment for a few days. Simplifying, for example, analysts classify 

most of detected alerts from China against the "Production web server 1" as high priority.

• Origin: China
• Destination: Production web server 1
• Service: HTTP Service
• Severity: Medium

EXAMPLE OF ALERT 1

• Priority: High

• Origin: Spain
• Destination: Develpment server 
• Service: FTP Service
• Severity: Medium

EXAMPLE OF ALERT 2

• Priority: Low

Artificial Intelligence
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Technology

SaaS On-Premise
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Technology
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• Threat detection with ML
• Outlier detection
• Novelty detection

• Event priorization
• Supervised algorithms
• NLP
• Classification algorithms. Such as:

• Naive Bayes classifier
• C-Support Vector Classification

• Threat Intelligence with AI
• Known threats + Machine Learning → Unknown

threats detection
• IoC automatic generation

(Indicator of compromise)

Technology
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Technology
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Main features

• Advanced Ingestion System
• Support for Linux, Windows, Mac, IoT and industry devices

• Sources such as Windows events logs, modbus, IDS, EDR, NDR, AV,…

• Customer-defined custom sources

• Big data technologies such us Apache NiFi, Apache Kafka, Elasticsearch, MongoDB,…

• Traditional IT infrastructures, Smart cities, Smart building, IoT and Industry 4.0

• Data enhancement
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Advanced Ingestion System

DeepSIEM's goal is to cover all the needs of a SOC with a single tool. But also, to 
allow organisations to integrate their own cybersecurity sources and tools.
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Main features
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• Real-time threat detection
• Detection provided by third party tools (AV, EDR, NDR, IDS,…), rule-based analysis and 

anomaly detection with artificial intelligence.

• Advanced correlation system that uses artificial intelligence to identify patterns and 
relationships among collected logs and events.

Main features
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Main features

• Real-time threat detection
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Main features
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• Incident Management and SOAR
• Full management and investigation of events and incidents through the user interface 

allowing you to view, add and edit evidence, add comments and manage the 
mitigations applied and the generation of security reports.

• Assignment of events and incidents to incident response teams.

• Configurable advanced alert system with notification methods such as SMS, email and 
Slack, allowing you to select which alerts to generate and who to notify based on the 
assets affected, the risk or characteristics of events and incidents.

• Incident and event prioritisation system using artificial intelligence based on past cases 
and recommendation algorithms.

• An early response system that autonomously notifies and mitigates threats based on 
past cases.

Main features
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Main features
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• Compliance
• Security policy compliance monitoring system using multi-agent systems and a system 

of rules.

• Security recommendation system with AI.

• Threat Intelligence
• Repository of threat intelligence sources (including Dark Web) to feed detection, 

alerting and intelligence reporting systems.

• AI-enabled IoC generation engine to improve detection and future incident 
management capabilities.

Main features
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• Multi-Organization
• Multi-organisational system regardless of size allows monitoring from small companies 

to service providers managing central SoCs.

• System of users, permissions, roles and teams to manage incidents.

• Asset discovery and management for an overview of the organization.

• GUI 
• Centralisation of information and management of the entire platform.

• Fully customisable dashboards.

• Advanced incident management and investigation.

Main features
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Main features
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Main features
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Main features
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Architecture



Artificial Intelligence Research - www.air-institute.org

Security Operation Center (SOC) is a centralized function that provides prevention, detection and response 
services to all areas of an organization and to any type of threat.

We are currently deploying our own SOC to provide service to local small and medium-sized enterprises.

A security operation center has three main components:

What is a SOC?
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Tools included in a SOC

The SOC includes a set of tools in a diverse technology stack to help cybersecurity analysts continuously 
monitor security activities in the organization’s IT infrastructure.

• Collection and Correlation.

▪ SIEM (Security Information and Event Management)

• Detection and response.

▪ EDR (Endpoint Detection and Response)

▪ NDR (Network Detection and Response)

▪ IPS  (Intrusion Prevention System)

▪ IDS (Intrusion Detection System)

▪ AV (Antivirus)

• Incident management

• SOAR (Security Orchestration, Automation, and Response)

• Threat Intelligence
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SOC-AI

What is SOC AI?

SOC-AI is an advanced Security Operations 
Center that uses artificial intelligence to detect 
and respond to cyber threats in real-time. Its 
main function is to continuously monitor and 
analyze security events to enhance threat 
detection and response capabilities.

AI-driven SOC offer organizations of all sizes 
the latest and most advanced security 
technologies to keep their networks, systems 
and data safe.
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Data ingestion

SOC-AI provides integration methods to 
obtain information from multiple 
sources.

The screenshot shows the information 
and analysis performed on a linux asset 
integrated in the platform.

SOC-AI
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Data analysis

SOC-AI performs a comprehensive 
analysis of the data obtained from the 
integrations to create a complete view of 
the organisation's assets.

The screenshot shows an automatic 
study of the attacks detected in each 
asset.

SOC-AI
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Threat detection

SOC-AI threat detection provides 
real-time protection against threats. 
Its detection algorithm is fast and 
effective, enabling an immediate 
response to any attack. In addition, it 
can associate detected threats with 
the vector according to mittre for 
better understanding and analysis of 
the threat.

SOC-AI



Artificial Intelligence Research - www.air-institute.org

Threat response

SOC-AI has an automated 
response system with 
mitigation rules, detailed 
reporting and configurable 
alert systems. In addition, it 
has standard measurement 
systems to automatically 
assess compliance.

SOC-AI
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Recent incidents

Cyber-attack on the Clinic in 
Barcelona

On 5 March 2023, the Clínic received a 
ransomware attack, a method by which 
cybercriminals hijack particularly important 
data and demand a ransom to unlock access. 
The group of cybercriminals demanded that the 
Govern de Catalunya pay 4.5 million dollars to 
free the 4.4 terabytes of affected data, a 
demand that the authorities have rejected.

94% of Spanish companies recognise that they have suffered a cybersecurity incident. In fact, in 
2022, Spain ranked third in the world in terms of cyber-attacks.
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Cyber-attack against MSI

MSI sufrió un ciberataque el día 7 de abril con 
el que se han robado 1,5 TB de datos y la 
empresa lanza una recomendación a los 
usuarios con estos equipos.

La compañía ha emitido un comunicado en el 
cual se detallan los hechos y se asegura que se 
está trabajando con las autoridades para 
investigar el asunto y minimizar los posibles 
daños que se hayan podido causar.

94% of Spanish companies recognise that they have suffered a cybersecurity incident. In fact, in 
2022, Spain ranked third in the world in terms of cyber-attacks.

Recent incidents
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Cyber-attack against Yoigo

On 4 April 2023 Yoigo acknowledged that it had 
been the victim of a cyber-attack. In this 
incident, third parties outside the organisation
were said to have gained access to some of the 
personal data of the telephone company's 
users.

94% of Spanish companies recognise that they have suffered a cybersecurity incident. In fact, in 
2022, Spain ranked third in the world in terms of cyber-attacks.

Recent incidents
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Edge computing architecture for IoT
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● Communication with sensors/actuators (WiFi, Bluetooth, LoRa...)

● Edge Computing with NVIDIA JETSON

● Communication with Cloud (Ethernet, 3G/4G, NB-IoT...)

● Communication with PLC (Ethernet/IP, ModBUS...)

BISITE-PCB for EDGE computing



Artificial Intelligence Research - www.air-institute.org

Compliance - trust - irrefutable proof - data integrity

Blockchain
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Int Gases is a sensorization
project implemented in hangars.
The main objective is to collect
data on different pollutants from
engine combustion, to be studied
later using the intelligent tool
Depp Intelillence.

ADIF-RENFE
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Industrial process variables
monitoring for wood plank
manufacturing to predict
swelling and density
parameters and predictive
maintenance execution by
using Edge Computing
Processing and DEEP
Intelligence.

PLATINUM PROJECT
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Automatic filling and weight
level monitoring system for
livestock farms.

SMARTFARM
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