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About DeepSIEM Pesfem AR

Why?

Cost of living crisis Failure to mitigate climate change

Cybersecurity has been ranked as one of the most important risks
in recent years.

Natural disasters and extreme weather
events

. . Natural disasters and extreme weather
3 Geoeconomic confrontation 3
events
4 Failure to mitigate climate change 4 Biodiversity loss and ecosystem collapse

Failure of climate-change adaption

The Global Risks Report 2023 ranked cybercrime and cyber
insecurity as the eighth most severe global risk within a two-year  emrne
and a 10-year period, making it clear that cyber risks will remain a ek

i e Large-scale environmental SHiralT fes/crise
constant and significant concern over the next decade. ° e

7 o Erosion of social cohesion and societal
ohend R polarization

Large-scale involuntary migration

Specifically, the WEF predicts a rise in cybercrime, with more

attacks against agriculture and water, financial systems, public S o nesouty
security, transport, energy, communication infrastructure and SN ot resource crises Geoeconomic confrontation
more. In fact, cyberattacks on critical infrastructure ranked 5th 1o | — Largescale arvvonmentlcamage
among what the WEF calls “currently manifesting risks” which are

eXpeCted to have a gIObaI impaCt this year. m—s“Ea:;?::wzs mmm Environmental wms Geopolitical wmsm Societal mmsm Technological

The Global Risks Report 2023
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Industry 4.0 — connected Industry

AlienVault USM (AT&T)
SPLUNK
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P ’ y [In€, automation Systems Q Radar - 1BM

power electricity
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About DeepSIEM

Industrial Enviroments

ICS/SCADA environments are now connecting to the Internet. This opens these
environments to attacks and intrusions facing IT environments, making SIEM an
increasingly smart security solution choice for industrial environments.

“Organizations now recognize the security of their ICS assets as fundamental to their
business, and they expressed as their number one concern ensuring the reliability and
availability of control systems.” — SANS 2021 OT/ICS Cybersecurity Survey

externat emote services . : energy | /7
e annicano, N ]
facing application 7% Healthcare and public health 9.4%
internet accessible device | ;- water/wasteviater | ;
Initial attack vectors Most likely sectors to have a successful ICS compromise

SANS 2021 OT/ICS Cybersecurity Survey
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About DeepSIEM Pest v AlR

What is?

* DeepSIEM is a security information and event management solution that:
* Centralizes an organization’s logs.
* Correlates and analyzes logs in real time in search of cyberthreats.
e Automatically mitigates detected threats.
* Visualizes and manages all the platform's functionalities and data.

Alerting

Data : : Cyberthreat i

ingestion Correlation Analysis mitigation Reporting
Visualization
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About DeepSIEM

SOC

A Security Operation Center (SOC) is a centralized function within an
organization employing people, processes, and technology to continuously
monitor and improve an organization's security posture while preventing,
detecting, analyzing, and responding to cybersecurity incidents.

In industrial processes, the primary objective is to maintain the availability

e User and entity behavior through security information and event

management (SIEM).
e Network detection and response (NDR).

e Endpoint detection and response (EDR).

o)

B=" A/
o= 1l

SIEM/UEBA
o8 [2]
’& .I].I].ﬂ. [
Network Detection Endpoint Detection
and Response and Response
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Artificial Intelligence Pesfem AR

The cyberattack surface in modern enterprise
environments is massive, and it’s continuing to grow
rapidly. This means that analyzing and improving an
organization’s cybersecurity posture needs more than

“79% of security teams feel overwhelmed by the volume
of threat alerts.” - Enterprise Management Associates

mere human intervention. (EMA)

“Analyzing and improving cybers?’curity posture is not “The average security operations team receives over

a human-scale problem anymore. 11,000 security alerts daily and 28% of alerts are simply
Al is able to quickly analyze millions of events in order never addressed.” - Forrester Consulting

to identify cyber threats.
“In 2020, the global average number of days an attacker

is acting against an infrastructure before being detected
is 24 days,” — FireEye SPECIAL REPORT M-TRENDS 2021

* Advantages of Al in Cybersecurity:
* Detecting new and unknown threats.
e Reduce SoC alert fatigue.
e Better vulnerability management.
e Battling bots.
e Better Endpoint Protection.

Artificial Intelligence Research - www.air-institute.org



Artificial Intelligence

* Threat Intelligence and Artificial Intelligence techniques
are used to combat alert fatigue in SOC.

DeepSIEM has an artificial intelligence and threat
intelligence module capable of correlating the events of
the different detection engines, reducing alerts by
approximately 85%.

Another possible way to reduce alert fatigue is
prioritization. DeepSIEM learns the importance of events
based on the alert management of the organization's
analysts. It adapts to the context of each organization.
The system uses variables such as the target of the
possible attack, the type of event and the origin, among
others, to prioritize the incidents.

Air

100%
of raw events Raw data ingestion
30%
of raw events Based on security research
10%
of raw events Map to MITRE ATT&CK
W Anomalies
<1%

of raw events

Reduce events volume
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Artificial Intelligence D
deepint.net Psem AR

Deep Intelligence (deepint.net) is a tool for analyzing data using artificial
intelligence. It provides assisted solutions for all the process, from data
ingestion to data visualization and exportation.

Wizard to create dynamic visualizations
Wizard to import your data |

, " Wizard to create and train your models

W Title & Source Y Filtering 1 Type & Configuration @ Show / Hide elements & Style options = Category mapping

LDirect I Derived & Databases = Other services Create classifier x
& Upload file ‘9 Download from URL E From library Filter by catagry: @ Name  EDatasource @ Target  PMethod % Training and testing &% Advanced configuration
§ Imports a data source from cur common isualization type: v L
rts a data source from a file in your I d: f an on-line file,

uuuuuuuuuuuuuuuu

library. ¥ find multip! - - -
soureestl mry o c_an e e 0 Split the dataset between training set and testing set.
sources useful for testing and learning o o —~
: E 40 /& Testing set size (% of the instances):
¥l
) . . . I -.o . .' ;I 20 N Testing set: 18.8%

Empty source Upload JSON file B Upload SQL file 3 .“ l iy -

Creates an empty source you can update Imports a data source from a JSON file in Imports a data source from SGL file (for g : b "' ®
SCATTER CHART o ' .
using Deep Intelligence API. your computer. Example: GeoJSON example a database dump) . T

1 .
2} ) ©log s * " Shuffle the instances before splitting?
-
el
0 8 )
Hour Custom seed for RNG:
o Friday ® Monday - Saturday * Sunday [Randomly chosen]

| o” . o‘ @ Thursday e Tuesday @ Wednesday

Training set: 81.3%
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ece - Deep Intelligence 1 x  + v

& > C {Y @& deepintnet h@ﬁ@a@ﬁ-“‘ﬁaﬂoi
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Empowerﬁ ’
busmess'

Artificial Intelligence

Artificial Intelligence basics

* The system learns automatically from data g;;rnr;ggg;kgntg;;gyour
* The system is not programmed, it is trained

decisions.

»
Supervised learning

The aim is to reproduce some "labels", known values in the Unsupervised learning

data set. It is used to solve prediction problems

e : Clusterin
Classification ' Regression| Temporal &
A discreet A continuous SErIES :?Up similar Reduct?on of dimensiopa!ity,
. value  Acontinuous value | 7 Mieasures of sty Assoiaton
classes as a function of time cles v

Text classification | IMage classification
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network e o
ing _ Multi-view Semi-
KNN \ learning supervised
L Classificatio
Decision trees

Learning

Self-training

Ridge regression
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upervised [r—
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Lasso regression

Polynomial regression @egressio
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https://deepint.net/

Exclusive
clustering Mean-shift
Hierarchical DBSCAN

clustering

4

................... ——=__Aggiomerative
Overlappin

clustering Fuzzy C-means
Probabilistic
clustering EM-GMM
Unsupervised \ / | PCA .
Learning
Dimension
reduction
Pattern search
Perceptrons
(MLP)
- - BiLSTM
Radial Basis
Function Networks BiGRU
(RBFN)

BiRNN
Recurrent Neural GRU
Networks (RNN) LST™M

LSM

Neural Networks and
sy N\~ AE
Autoencoders DAE
We) N vaE
Deep Belief Network
(DBM) DNN/IGN DCIGN
CNN DCNN

enerative Adversaria

onvolutional Neura
Networks (GAN)

Networks (CNN)




Method Hyperparameters

- Split criterium

- Split strategy

- Maximum depth

- Minimum samples per split

- Minimum samples per leaf

- Number of features

- [All of the decision tree parameters]

Decision tree

Random-forest - Number of trees
- - - - - Whathor tn hantetran cll)r[lples
- [All of the decision tree parameters] arameters]|

- Type of booster

eXtreme-Gradient-Boosting - Learning rate .

- L1 and L2 regularization weights lividual learners
- Maximum number of trees
Bayes classifier - Smoothing parameter arameters]
- L1 and L2 regularization weights
I noietic rooroeeinn Minimizating algor]thm weights
- Activation function aling s
- Network topology ; -
. o unction
Multilayer perceptron - Regularization sology
- Solver (type and parameters) on
- Learning rate » and parameters)
- Number of neighbours i:e

K-nearest neighbours - Weighting (uniform or inverse of distance)

. . neighbours
- Distance metric . . .
. uniform or inverse of distance)
- Kernel transform (type and coefficients) stric
Support vector machines - Penalty parameter — s —
- Tolerance
- Scaling

Li .
mear regression _ Intercept term

https://deepint.net/



Artificial Intelligence Peshem Alr

[ ] [ ]
) N Ove |ty a n d O u t | I e r D ete Ct I O n Robust covariance One-Class SVM  One-Class SVM (SGD) Isolation Forest Local Outlier Factor
@@ | o e
. . . < . . M . . . . S . . N S . . M S

Outlier and novelty detection algorithms have
been used to identify abnormal or unusual
network event.

The objective is to analyse network traffic,
logs, organization data in general, etc. for
which we have created a new model based on
a combination of the Isolation Forest and
Local Outlier Factor algorithms.
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Artificial Intelligence Peshem Alr

e Cybersecurity anomalies

DeepSIEM artificial intelligence system learns the — o

-~ isolation
44 kneigh

organization's habitual behavior and detects in real e
time all types of anomalies, including advanced 2
persistent threats (APT).

DeepSIEM's intelligent analysis system uses oulier
and novelty detection to detect any anomaly, o]
including unknown threats (0-Day).

-6 -

121400 12-1403 121406 12-1409 12-1412 121415 12-1418 12-1421 12-1500

One of the most important features of DeepSIEM is
that the algorithms are scalable and adapt to the
traffic of a given organisation/machine and its
evolution over time.

DeepSIEM network analysis using Al
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Artificial Intelligence

e Use case: Network analysis

Raw network Network Features and metrics
packets flows extraction

No. Time Source Destination Prowcol  Length Info
= 1 0.000000 212.128.140.21 212.128.148.42 Tcp 60 62534 > 22 [ACK] Seq=1 Ack=1 Win=518 Len=@ e it Sbriplth Bioy
2 2.413205 212.128.140.21 212.125.140.42 ssH 102 Client: Encrypted packet (len=48) e orc_aaaet “src.port” | 32
3 2.413213 212.128.148.21 212.128.148.42 SSH 74 Client: Encrypted packet (len=20) % & e iy s 4 A 8 c (] 3 ¥ G H | ) 3 L M N o
4 2.413375 212.128.140.42 212.128.146.21 TP 54 22 » 62594 [ACK] Seq=1 Ack=59 Win=561 Len=8 > P -312.128. 348 : srotacar” | 6 1 1_durtot_tw_pktot_bw_pkfw_win_byt,fw_seg_mintot_I_fw_pkt,fve_pkt_|_mafw_pkt_|_min,fw_pkt_|_ave.fw_pkt_|_std bw_wein_byttot_|_bw_pktbw_pkt_|_max,bw_pkt_|_minw_pkt_|_svbw_pkt_|_stdfl_byt_s,
5 2.413540 212.128.148.42 212.128.148.21 SSH 9@ server: Encrypted packet (len=38) % o & Siretacs 2 29511, %
6 2.464183 0.0.0.0 255.255.255.255 DHCP 346 DHCP Discover - Transaction ID @x18 212.128.149.42 2, cket_tivest 3 8202,1,502,32,217,217,0,108.5,108. 264634, 1658,
7 2.488117 212.128.140.21 212.128.140.42 TP 60 62554 ~ 22 [ACK] Seq=69 Ack=37 Win=510 Len=0 Bty oeg UL R s b 43421323432 234,2380,1440,5,793. 94 B508771.92982456,11695
8 2.859280 Cisco_d9:97:3f Broadcast ARP 60 Who has 212.128.140.32? Tell 212.128.140.1 2. ~etagmsT 125.140.42°. ~ait_portr “elog " S11542,0/48832,00,00. A%7.
9 4.471619 212.128.140.21 212.128.140.42 sSH 162 Client: Encrypted packet (len=48) ST st TR N X e sne s Bl olvibeLiyes” E12312.1,6024, 24 L 42K
2.120010.21°, “payiond.packet srcport® | 58354, “protocel” - 6 7 1803,2,1,64240, 00.00.0,1663 ,0.001802921
10 4.471626 212.128.140.21 212.125.140.42 ssH 74 Client: Encrypted packet (len=20) R aat_viort a - B e
11 4.471778 212.128.140.42 212.128.140.21 TP 54 22 + 57203 [ACK] Seq=1 Ack=69 Win=517 Len=8 > 1281.2.1,65532.20,51,51,0.25.5.2 00.0A27046 10676, 2281251 32617188¢.
12 4.471969 212.128.140.42 212.128.146.21 ssH 90 Server: Encrypted packet (len=36) 10 885.2,0,65532,20,69,69,0,34.5,34. 0,796, 250 760,
13 4.553825 212.128.140.21 212.125.140.42 TP 50 57203 > 22 [ACK] Seq=69 Ack=37 Win=59 Len=@ LA IATO0", “src_edaet 11/1339.2,1,64240, 22404 7578,0. 72,0001
14 6.574634 0.8.6.0 255.255.255.255 DHCP 346 DHCP Discover - Transaction ID @x18 “pratecal” - 17 12950.2,1,64240, 3157
15 7.450046 212.128.140.21 212.128.140.42 ssH 102 Client: Encrypted packst (len=48) ? Y e 13 4987,1,2,1021,20,158,158,158,158.0,0.0,65532,120,69,51,60.09.0,55744. g ! 04 0008
16 7.460054 212.128.140.21 212.128.140.42 SSH 74 Client: Encrypted packet (len-20) w.‘__;ff oo g R e A (i i 14.284.2,1,65532,20,51,51,0,25.5.2 2112676056,10563. 9. AESTHETIA
17 7.460193 212.128.140.42 212.128.140.21 TP 54 22 » 62594 [ACK] Seq=37 Ack=137 Win=501 Len=8 5,257, "convertedbate- | “3623-91-15718135:46 7082 15112.1,1374.200,000.00.0,374,202,302,302,302 0.0, 1572916, 6066066562, 10015 76737800/ 273 00.00.0000.00.000040
18 7.460323 212.128.140.42 212.128.140.21 SSH 9@ Server: Encrypted packet (len=36) Caroktant s 7383, St s, peototat s A1 = g 1::1, 7
19 7.533008 212.128.140.21 212.128.140.42 TP 60 62504 + 22 [ACK] Seq=137 Ack=73 Win=51@ Len=8 . s coue 3, s o sazet 1" R TR 30 DRI L
20 8.602063 P o) Bt ARP (@) Ertimlions [0 fop CEIEHELD) [nih) rn' | 13128, 148.13", “payiend.packet~ 19 4987,1,2,1021,20,158,158,158,158.0,0.0,65532,120,69,51,60.0,9.0,55744. y 000
21 9.104069 Cisco_d9:97:3f Broadcast ARP 6@ Who has 212.128.146.32? Tell 212.125.140.1 5, ~rleg wsT “art_agar B S R PR oA 5 : FE
22 9.525629 212.128.140.21 212.128.140.42 ssH 102 Client: Encrypted packet (len=48) A 21 2463.2,1,64240, 00005, y y
23 9.525635 212.128.140.21 212.128.140.42 ssH 74 Client: Encrypted packet (len=20) . are - -as5, 22 1937,2.1,64240, 1548, 0 0
24 9.525756. 212.128.140.42 212.128.140.21 Tcp 54 22 57263 [ACK] Seq=37 Ack-137 Win-517 Len-8 i e R 234802,1,1,1021,20,158,158,158,158.0,0.0,65532,51,51,51,51.0,0.0,43523. 531861 .
25 9.525913 212.128.140.42 212.128.140.21 ssH 9 Server: Encrypted packet (len=35) 212128, 100,427 ~FlagAcks Lo ce- ' - S0 < uiie, "paylosd Bytes 24 2822,1,65532.20,51,51,0,25.5,2 0,0.0,425531,914893617,10638. 169277 y
26 9619796 212.128.140.21 212.128.140.42 Tcp 60 57263 > 22 [ACK] Seq=137 Ack=73 Win=509 Len=0 i (it e g e A~ R e ok s e Myl 25962.2,0)65532,20,69,69,0,34.5,34.5,0,0,0,00.0,0.0,71725.57172557173,2079.
27 10.073028  Cisco_d9:97:3f Broadcast ARP 60 Who has 212.128.140.109? Tell 212.128.140.1 C_port® . 38430, "durstion® | 49, “Start_timet | ‘1e4IITI7EE1I", “pratocal" : , “protacal strt 26 283,11, 7067.1 03533
25 12.505152  212.128.140.21 212.128.146.42 ssH 102 Client: Encrypted packst (len=48) B el At g i g S Sy 801956,2,1,502,32.217,217,0,108.3,108.5,234/0,0,0,8.00.0126987. ARSI 0e =
0 o - q 28 10,1,1,234,32,1440,1440,1440,1440.0,0.0,234,653,653,653,653.0,0.0,209299999,9999997,199999. 1 1.001 1001
29 12.505871  212.128.140.21 212.125.140.42 ssH 74 Client: Encrypted packet (len=20) v | e - sre_adar o | saise - Eaggny s 5
30 12.505952  212.128.140.42 212.128.140.21 TP 54 22 » 62594 [ACK] Seq=73 Ack=2@5 Win=501 Len=8 o Pt sl e ol | R R iz £ R A
112506073 212.126.140.42 212.128.120.21 s 90 Server: Encrypted packet (len=36) steemtor sz eon ; “ieARTTIS 31324,2,2,2052,20,1452,1452,0,726.0,726.0,2052,2241,1452,789,1120.5,331.5,11398148.148148147,12345, 0.0001
32 12.581e71  212.128.140.21 212.128.140.42 TP 60 62594 + 22 [ACK] Seq-205 Ack=189 Win=51 Len- poimticgoests Foeiptids R i | ReEEESRREEEES A i 5 5 G Doos iRk
33 14.567498 212.128.140.21 212.128.140.42 SSH 102 Client: Encrypted packet (len=48) ‘M;;".::;;‘ it e ot hm;;;‘r;':"‘;s“;‘“f“;::“"f‘"' 33 433,3,0,1028,20,351,226,38,117.0,79. 0,0,0,0,0.0,0.0,810623 5565819861, 3.051757812 .4
34 14.573577  212.128.140.21 212.125.140.42 ssH 74 Client: Encrypted packet (len=20) e i T SAIITITTIoRe" “protocals 1 & Tpeotoeoa stre 34 3755,32,2051,20,38,38,0,12. 17.913371790059205,2050,124,124,0,62.0. 1331 y
35 14.573657 212.128.140.42 212.128.140.21 TCP 54 22 + 57283 [ACK] Seq=73 Ack=205 Win=517 Len=0 fjfmm}mm i vl e 35 1081,3,0,65535,20,216,216,0,72.0,101 0,0.0,199814.9861239593,2775..
36 14.573793  212.123.140.42 212.128.146.21 ssH 90 Server: Encrypted packet (le 5 - P i D A g S e e 4 €€ i £ e S YA £ T 443 £ TR € 4AY L4 £RnE TR 420 e s - < e
37 14.661663 212.128.148.21 212.128.148.42 TP 6@ 57283 + 22 [ACK] Ses 09 Win=588 Len=0 PGP 4. SRUNG (S peatachl ! S0 = TR Lot s orci i
508, Plag OR" ¢ ‘alse, “timestemp: | "LATIITIISH 138.140.42°, “convertedbate” 1s710: 5001, Saa
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e Use case: Network analysis

fl_dur tot_fw_pk tot_bw_pk fw_win_byt fw_seg_min - atv_min idl_avg idl_std idl_max idl_min src_addr dst_addr protocol dst_port src_port
start_time
13;20;01_21%:{;6262; 4328676 14 13 343 32 . 0 0 0 0 0 3.70.21.46 10.10.11.2 6 80 47480
. Rolling 2 - 10.10.13.2 - 17 - 30s
* DeepSIEM ingest tool extracts more than 60 features of =
. ——— isolation
the various network flows. | e
threshold
* DeepSIEM models the traffic by differentiating between 2

day and night, business and non-business days, 0
network protocol and traffic origin.

* At the moment, the network traffic analysis uses the
combination of two different artificial intelligence
models.

121300 12-1303 12-1306 12-1309 12-1312 121315 121318 12-1321  12-1400
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* Log and event correlation

DeepSIEM's ingestion tool includes a built-in correlation engine that allows to obtain data
from different services and assets, combine them and analyze them to detect cyber threats.

The solution uses machine learning for detecting new unknown threats that have similar
behavior or similar structure and identifiable characteristics to previous or known historical
attacks. The algorithms search for patterns in the behavior of the logs and relate them to
attack vectors and threats established in fully customizable rules.

The application of these techniques also allows relating different logs to a threat, obtaining
more information, detecting the attackers and being able to mitigate the threat effectively.

Artificial Intelligence Research - www.air-institute.org



Artificial Intelligence Alr

e Use case: Threat detection by correlation system

IDS detects a DeepSIEM NDR EDR detects the
potential malicious detects unusual modification of
web request to the traffic from the a file on the

server server 1o an server
external network

\ J

DeepSIEM correlation system detects and reports the threat

IDS Intrusion Detection System NDR Network Detection and Response EDR Endpoint detection and response

Artificial Intelligence Research - www.air-institute.org
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 Alert priorization with Al

The number of events generated by today's security systems saturates analysts, so they are
looking for solutions that reduce the number of false positives and prioritize threats
according to the organization's preferences.

All analysis engines included in DeepSIEM are focused on eliminating false positives, but an
intelligent prioritization system has also been developed.

The prioritization system uses supervised learning techniques to understand the
organization's preferences and start sorting events based on their different fields. Natural
language processing algorithms are used on the content of the events and classification
algorithms that allow to consider fields such as destination of the attacks, country of origin,
the affected service, the time zone, among others.

Artificial Intelligence Research - www.air-institute.org



Artificial Intelligence Alr

* Use case: Alert priorization

* The system learns after DeepSIEM deployment for a few days. Simplifying, for example, analysts classify
most of detected alerts from China against the "Production web server 1" as high priority.

e Origin: China
e Destination: Production web server 1 >

» Service: HTTP Service * Priority: High

e Severity: Medium

EXAMPLE OF ALERT 1

* Origin: Spain
* Destination: Develpment server
* Service: FTP Service

e Severity: Medium

* Priority: Low

EXAMPLE OF ALERT 2

Artificial Intelligence Research - www.air-institute.org



Technology

Cloud Computing

DeepSIEM's integrated deployment wizard allows a choice of 5aas
modes, multi-vendor cloud deployment and on-premise deployment.

Cloud deployment options allow you to leverage the full computing
power, configuration facilities and scaling advantages while on-premise
deployment allows you to adapt to all the needs and constraints that
can occur in complex business environments.

Eﬁ_

Organization 1

QOrganization 2

-Deep
. SIEM

P

Organization N

SaaS

No
mo
=
—
R
=)

Ell . Deep
SIEM

On-Premise
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Technology

: \ ﬁlpandas
nl @ @ APACHE‘I\Z Big Data
S

Qr The amount of security event data is so large that security operations
EACHE F k centre teams must manage billions of events each day. DeepSIEM
q q integrates Big Data technologies to facilitate real-time ingestion,

processing and search for large volumes of data.

s 0gstash

EhRa00It

elasticsearch
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-1 Outlier

 Threat detection with ML
* Qutlier detection
* Novelty detection

Artificial Intelligence

The data that the platform obtains from the systems it monitors allow * Event priorization S
for the development of models adapted to each infrastructure. These * Supervised algorithms " Naive bayes clasifer
models trace the behaviour of each device, network and application, e NLP

making it possible to detect anomalies and advanced attacks that

: , e Classification algorithms. Such as:
would have been able to elude conventional solutions. DeepSIEM has

. . .

an automatic learning module that uses global asset and threat data Naive Bayes classifier o ' 1

for model evolution and their rapid adaptation to the changing cyber * C-Support Vector Classification e L e
security environment.

Threat Intelligence with Al
* Known threats + Machine Learning = Unknown
threats detection

* |oC automatic generation
(Indicator of compromise)
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Technology P9

Distributed Computing

The DeepSIEM platform has been designed for all types of
organizations with a heavy data traffic; small, medium and large
companies alike. For this reason, its design is fully modular and
scalable and can be deployed in environments that are adapted to the
needs of the organisation.
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Main features s|EM AIR

 Advanced Ingestion System
e Support for Linux, Windows, Mac, loT and industry devices
Sources such as Windows events logs, modbus, IDS, EDR, NDR, AV,...
Customer-defined custom sources
Big data technologies such us Apache NiFi, Apache Kafka, Elasticsearch, MongoDB,...

Traditional IT infrastructures, Smart cities, Smart building, loT and Industry 4.0
Data enhancement

Zgosquery @ ~ SUR&ATA

rsysLoG
*ﬂodbus e
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Advanced Ingestion System AlRr

DeepSIEM's goal is to cover all the needs of a SOC with a single tool. But also, to
allow organisations to integrate their own cybersecurity sources and tools.

ﬁ’éf’m Username U &~
GENERAL
<Go Back
@ Home DeepSIEM | Integration
88 integrati Cibersecurity Data Base
Y isteners
G vogs N :
(1] ) A apacE st g
SURICATA My
B Assets
A Dashboards Auditd Suricata Apache MysqldQueries Amazon DynamoDB Open Threat AWS Network
. Explore Explore Explore Explore Explore Exchange Firewall
ALERTS Explore Explore
A Event
E Incidents
48} Alert Configuration B8 Microsoft Azure ‘/Symantec ” Snyk *'S'/V[//’f GconTex FRmmey ') |
> el )
THREAT DETECTION
Azure Active Directo... Symantec Endpoint Snyk Snort Palo Alto Cortex XDR Fortinet Forticlient... Google Cloud Audit
6%  Machine Learnin, g Pr.
Explore Explore Explore Explore Explore Explore
Explore
@  correlation il
R oetection
MANAGEMENT \
; O ‘ il ' Il ' I ABUSE|™" .@) 42 clouriane s
&~ Users And Roles GitHub Cisco STRIKE
Manage Organizations Github Azure Firewall Cisco Firepower Abuse.ch Malware & AWS Security Hub Cloudflare CrowdStrike Falcon
Explore Explore Thre... U... Explore Explore Explore
Explo pl
-~ A _—

Copyright 2022 | DeepSIEM
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pres Username U &= -

SIEM
GENERAL
<Go Back
far Home DeepSIEM | Integration |
ao

oo Integration

Y Listeners
l;l Logs

— Assets

AWS Network Firewall

Cibersecurity

Configure listener
Edit integration (&

AWS Network Firewall is a managed network security service that makes it easy to deploy threat prevention for Amazon Virtual Private Clouds (VPCs).

|£ Dashboards

Intake methods Listeners

ALERTS

A Events (::'

Auditbeat Information Status
ListenBeats .
@ Incidents AuditBeat Datacenter3

Auditbeat communicates directly with the Linux audit framework, Auditd sent througth auditbeat from our Datacenter at Australia

® Processor: #1
collects the same data as auditd, and sends the events in real time.

43} Alert Configuration DeensIEM wil ) ibest | e o Libbeat Configuration
eep! will receive auditbeat logs sent using using Libbeat's 1256 2456 68
THREAT DETECTION ‘output.logstash’
4552 20000 5
Explore
6% Machine Learning @ Processor: #2
@  correlation KafkaProducer 1256 2456 68
Consumekafka_2 6
Fj Detection Apache Kafka is an open-source distributed event streaming platform
MANAGEMENT used by thousands of companies for high-performance data pipelines, [ @
Information Status

&9, Users And Roles

streaming analytics, data integration, and mission-critical applications.

DeepSIEM can receive logs from multiples source througth kafka

AuditBeat Datacenter3
Auditd sent througth auditbeat from our Datacenter at Australia

@ Processor: #1

producer .
Manage Organizations Configuration
Explore 1256 2456 68
4552 20000 5
; ® Processor: #2
ListenBeats
ListenBeats 1256 Sase e

DeepSIEM will receive multyple type of logs sent using using Libbeat's

Copyright 2022 | DeepSIEM
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Main features s|EM AIR

 Real-time threat detection

e Detection provided by third party tools (AV, EDR, NDR, IDS,...), rule-based analysis and
anomaly detection with artificial intelligence.

e Advanced correlation system that uses artificial intelligence to identify patterns and
relationships among collected logs and events.

APACHE&

N’ NumPy pr
s—_
Jupyter | 5| pandas  matpl- tlib
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Efgrﬂl

GENERAL

@‘ Home

88 Integration

Y Listeners
@ Logs
E Assets

B Dashboards

ALERTS

A Events
@ Incidents

{,3} Alert Configuration
THREAT DETECTION

533 Machine Learning
@ Correlation

FU Detection

MANAGEMENT

£ Users And Roles

Manage Organizations

< Go Back
DeepSIEM | Events

& 10 .5

Total events

Events in progress

o1

Events closed

Username U &~

88 View Mode ¢ Actions (® Last 12 Hours > O Refresh

Events by severity

O EESSSS—— ) S .
® Informational: 1 ® Low:3 @ Medium:2 @ High:3 @ Critical: 1

Search by name, os, host

Name Tl

AWS SecurityHub Findings Evasion
AWS EKS Cluster Created or Deleted

Mimikatz Use

Usage of Sysinternals Tools

USB Device Plugged

Ncat Execution

Print History File Contents
Azure Device or Configuration Modified or Deleted
UlPromptForCredentials DLLs

Winrar Compressing Dump Files

Source Tl
CrowdStrike Falcon
Cloudflare
Darktrace

Apache

Microsoft IS

Darktrace

Abuse.ch Malware & URL Threat Intel

Github

Cloudflare

Amazon DynamoDB

Showing 1 to 10 of 10 entries

Details Incidents Logs Status History

status Tl Severity T] Created At T]
Closed @ Critical 12/11/2022 20:28 176f015c-dd6b-48fd-b7ab-f6731adea1f7 ~
Created ® Low 25/11/2022 5:7 ASSET ID
Created ® High 19/11/2022 9:34 791b53be-0326-4c%a-af85-6668de1c957b
Created ® Low 18/11/2022 0:33 HOSTNAM.E
centos7-yipi
Created ® Low 16/11/2022 20:21 DATE
Created ® High 17/11/2022 13:36 26/9/2022 9:30
Created ® Medium 14/11/2022 3:18
Created ® Medium 22/11/2022 17:42 5868c6e4-2769-4cal3-a20d-ef9934c338eb o~
Created ® Informational 13/11/2022 4:18 ASSET ID
. 44fbddc0-bba0-4ac6-abee-82089f95b2dc
In Progress @ High 22/11/2022 15:17
HOSTNAME
centos7-yipi
DATE

Copyright 2022 | DeepSIEM

26/9/2022 9:30

02ccf5e1-35af-4cac-b732-9¢685f2a6e92 e

5e809d73-fc3e-4936-b10b-a92ab2d589d0 o
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Dee|

T siem
GENERAL
@ Home
[n]w]

oo Integration

? Listeners
Cl Logs

— Assets

lﬁ Dashboards

ALERTS
A Events
E Incidents

{%} Alert Configuration

THREAT DETECTION

é‘gﬁ Machine Learning
@ Correlation

F:l Detection

MANAGEMENT

&9, Users And Roles

Manage Organizations

< Go Back
DeepSIEM | Incidents

AS a3 i1 o1

Total incidents Incidents in progress Incidents closed

Username U &=~

88 View Mode & Actions (® Last 12 Hours > © Refresh

Incidents by severity

.|
Informational: 0 ® Low: 2

]
Medium:2 ®@High:1 @ Critical: 0

Incidents status by creation time IncidentsStatus

New I Actve I Closed [ Fartially Mitigated

250 Mitigated New:0 @ Active:2 @ Closed: 2
300
250
200 Mean time to acknowledge
150 -
50 — . days

0
January  February March April May June July

IncidentsStatus

Criical [ ] High [ ] Medium | ] Low Informational
a0 =)
&0 - "
&0 [ ‘
50 . ¥
40 .
30
20
10
January February March April May June July

Copyright 2022 | DeepSIEM

@ Partially Mitigated: 1 Mitigated: 0

Mean time to close

22.32 min

Mean time to acknowledge

1 2 days

IncidentsStatus

New [ Active M Closed M Closed Closed
100

20
a0
70

50 o
40

60
’/ .
30
20 Ll |
° L[ N
0 ||
rch April May

January February Ma June July
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Main features Alr

* Incident Management and SOAR

* Full management and investigation of events and incidents through the user interface
allowing you to view, add and edit evidence, add comments and manage the
mitigations applied and the generation of security reports.

e Assignment of events and incidents to incident response teams.

* Configurable advanced alert system with notification methods such as SMS, email and
Slack, allowing you to select which alerts to generate and who to notify based on the
assets affected, the risk or characteristics of events and incidents.

* Incident and event prioritisation system using artificial intelligence based on past cases
and recommendation algorithms.

* An early response system that autonomously notifies and mitigates threats based on
past cases.

Artificial Intelligence Research - www.air-institute.org



PeShem
GENERAL

ﬁ Home

oo )
oo Integration

v Listeners
I;l Logs

— Assets

|£ Dashboards

ALERTS
A Events
@ Incidents

{§} Alert Configuration

THREAT DETECTION

é‘g'ﬁ Machine Learning
@ Correlation

F:] Detection

MANAGEMENT

£2, Users And Roles

Manage Organizations

< Go Back
DeepSIEM | Assets | e85f1784-bf05-4142-9a41-9b731f53d85a

Main web app Server @
e85f1784-bf05-4142-9a41-9b731f53d85a

Username U

Events Incidents | Data sources| Groups Alert Configuration

Server Madrid Low
Type Location Criticality
L | Critical | | High | | Medium | | Low | | Informational
a0 Informational
DESCRIPTION a0
Linux server that serves the organization's main web applications. 70 Low
60 )
HOSTNAME 50 Medium
webserver-8771
40 High
30
TAGS:
20 Critical
10 ¢ .
January February March April May June July
NETWORK
IPs: D Tl Name T|
a5f7f9d9-3229-4506-8cff-95bbfb9bbde4 Apache
a5f7f9d9-3229-4506-8cff-95bbfb9bbsded Nginx
a5f7f9d9-3229-4506-8cff-95bbfb9bsded Apache
CREATED AT LAST ACTIVITY DATE a5f7f9d9-3229-4506-8cff-95bbfb9bsde4 Nginx
18/11/2022 12:59 18/11/2022 12:59 a5f7f9d9-3229-4506-8cff-95bbfbobsde4 Apache
a5f7f9d9-3229-4506-8cff-95bbfb9bsde4 Nginx
a5f7f9d9-3229-4506-8cff-95bbfb9bsde4 Nginx
a5f7f9d9-3229-4506-8cff-95bbfb9bsde4 Mginx
a5f7f9d9-3229-4506-8cff-95bbfb9bsd64 Mginx
a5f7f9d9-3229-4506-8cff-95bbfb9bsd64 Mginx
< 1

Copyright 2022 | DeepSIEM

=

10 20 30 40

Description T]
Apache2 web server
Nginx web server
Apache2 web server
Nginx web server
Apache2 web server
Nginx web server
Nginx web server
Nginx web server
Nginx web server

Nginx web server

> Showing 1 to 10 of 10 entries

50

20
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Main features Alr

 Compliance

e Security policy compliance monitoring system using multi-agent systems and a system
of rules.

e Security recommendation system with Al.

* Threat Intelligence

e Repository of threat intelligence sources (including Dark Web) to feed detection,
alerting and intelligence reporting systems.

* Al-enabled loC generation engine to improve detection and future incident
management capabilities.

Artificial Intelligence Research - www.air-institute.org



Main features Alr

* Multi-Organization
* Multi-organisational system regardless of size allows monitoring from small companies
to service providers managing central SoCs.
e System of users, permissions, roles and teams to manage incidents.
e Asset discovery and management for an overview of the organization.

* GUI

* Centralisation of information and management of the entire platform.
* Fully customisable dashboards.
* Advanced incident management and investigation.

Artificial Intelligence Research - www.air-institute.org



Deep
Csiem
GENERAL
@' Home
ao

0o Integration

Y Listeners
Cl Logs

= Assets

|£ Dashboards

ALERTS

A Events
@ Incidents

{§} Alert Configuration

THREAT DETECTION

6‘23 Machine Learning
@ Correlation

F:] Detection

MANAGEMENT

&2, Users And Roles

Manage Organizations

<Go Back
DeepSIEM | Dashboards | Dashboard Creator

Chart library

Click to create a new chart. Select a chart on the
canvas to siplay the properties panel.

Line

/A// Best use for time series data

Bar
III Show parts of a whole

- Pie
Best use for comparing data

Text
Show text with some data

Number
3 |'2 Show one important value

min

Copyright 2022 | DeepSIEM
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PeSem

GENERAL
@' Home
[a]=}

oo Integration

Y Listeners
|;| Logs

F—  Assets

|£ Dashboards

ALERTS

A Events
@ Incidents

{":} Alert Configuration
THREAT DETECTION

.fg'b Machine Learning
@  correlation

F:] Detection
MANAGEMENT

£2, users And Roles

Manage Organizations

<Go Back

DeepSIEM | Dashboards | Dashboard Creator

*Name
MNew Chart Name

Description

This is the description of the new chart

Rule

{ events.status == 1) or ( eventsstatus > 3 )

Palette
.

Username U

Dashboard description Save

New Chart Name

This is the description of the new chart

["] New Dataset

New Dataset ] New Dataset
100

70
60
50
40
30

20

10 #
January February March April May June July

Add to dashboard

Copyright 2022 | DeepSIEM
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Dee|

[ siEm
GENERAL
ﬁ Home
oo

oo |Integration

v Listeners
l;l Logs

f— Assets

|£ Dashboards

ALERTS

A Events
E Incidents

@ Alert Configuration

THREAT DETECTION

o Machine Learning
@ correlation

F:] Detection

MANAGEMENT

£2, Users And Roles

Manage Organizations

< Go Back

DeepSIEM | Dashboards | Dashboard Creator

New Chart Name

This is the description of the new chart

100
a0
60
40
20

0

[ Mew Dataset

[——] Mew Dataset

January February March April

New Chart Name

This is the description of the new chart

January [ February

N MMarch HEEEEE April

June I July

D

May

May

Mew Dataset

June

o

@e

New Chart Name

This is the description of the new chart

[T N ]
[=Jr=T~1

Mew Dataset [ Mew Dataset
I New Dataset | New Dataset

|| Ill ||| ||| .II N

July January February March April May

New Chart Name

@e

This is the description of the new chart

This is the text you want to show in this

chart

Copyright 2022 | DeepSIEM

Username U &=~

(o

New Chart Name

This is the description of the new chart

252.00

new assets
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What is a SOC? AiR

Security Operation Center (SOC) is a centralized function that provides prevention, detection and response
services to all areas of an organization and to any type of threat.

We are currently deploying our own SOC to provide service to local small and medium-sized enterprises.

A security operation center has three main components:

01 . PEOPLE
..l Four-tier SOC team

i e Cyber architectural engineers
e Certified risk professionals

TECHNOLOGY

e Alert and reporting foaneeeny
® Alarms and escalation :
® Defined use cases

® Automated ticketing :
s Incident breach response
* Reporting and dashboards

. PROCESS

e SOC Orchestration

i * Threat detection

i e Vulnerability scanning

® Network threat analytics
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Tools included in a SOC A

The SOC includes a set of tools in a diverse technology stack to help cybersecurity analysts continuously
monitor security activities in the organization’s IT infrastructure.

* Collection and Correlation.
= SIEM (Security Information and Event Management) Modern SOC Components

« Detection and response. e

= EDR (Endpoint Detection and Response)
= NDR (Network Detection and Response) /’ \

= |PS (Intrusion Prevention System)

= |DS (Intrusion Detection System) Incident
Deltect\'c.m @ response
= AV (Antivirus) O% W) e

* Incident management

* SOAR (Security Orchestration, Automation, and Response) \ /@9' /
=

* Threat Intelligence

Threat
Intelligence

IR
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SOC-AI

What is SOC Al?

SOC-Al is an advanced Security Operations
Center that uses artificial intelligence to detect
and respond to cyber threats in real-time. Its
main function is to continuously monitor and
analyze security events to enhance threat
detection and response capabilities.

Al-driven SOC offer organizations of all sizes
the latest and most advanced security
technologies to keep their networks, systems
and data safe.

Network Mobile

Solutions

o
£
o .
= e
2 e
g
3

detecton
)
BN

Data Analysis

Learning
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SOC-AI

Data ingestion

SOC-AIl provides integration methods to
obtain information from multiple
sources.

The screenshot shows the information
and analysis performed on a linux asset
integrated in the platform.

Air

)
= (Socai

Docker listener ©

Dashboard Events

[~ Search

" Modules = Log data analysis

cluster.name rule.groups: docker  + Add filter

Top 5 events

Events

Time »

> Aug 15, 2020 @ 12:54:38.705

> Aug 14, 2020 @ 21:59:31.751

Events by source over time

KQL ~ Last 7 days

Q »

I} Explore agent [3) Generate report

C Refresh

Show dates

5,000 @ container
® pul
@ image
restart
@ network
@ connec t o
5 250
® stop 8 !
o | I I I I I I I I I I
5 Il-llll I.I I
2020-08-13 00:00 2020-08-15 00:00 2020-08-17 00:00
= timestamp per 3 hours
igent.nam data.docker.typ data.docker.actor data.docker.action rule.description rule.level rule.id
Ubuntu container nginx_container exec: cat /etc/passwd Command Llaunched in container 7 87907
Ubuntu image archlinux pull mage or repository archlinux pulled 3 87932
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SOC-AI

Data analysis

SOC-Al performs a comprehensive
analysis of the data obtained from the
integrations to create a complete view of
the organisation's assets.

The screenshot shows an automatic
study of the attacks detected in each
asset.

-
= @OCAl " Modules ' Log data analysis

Log data analysis ©

Dashboard Events

[ ~ Search
cluster.name + Add filter
Attack tactics by agent

Count

agent.name Descendin g

Exploit Public-Facing Application
~ Technique details

D
1902

Tactic
Initial Access

R TINY

KQL

~ Recent events [F

@ Credential Access Time 4
@ Def E
Execution 2020-08-1907:45:04
@ Lateral M nt
@ Persiste

() Explore agent [3) Generate report

~  Last 24 hours Show dates C Refresh

Techniqueis)  Tactic(s) Level  RulelD Description

T1190 Initial Access 5 30306 Apache: Attempt to access forbidden directory index

¢ Apache: Attempt to access forbidden directory index.

~ Information

D
30106

* ~ Details

if_sid
30101

~ Compliance

PCI DSS
6.5.8,10.2.4

Level File File
5 0250-apache_rules.xm| ruleset/rules

Match
Directory index forbidden by rule

GDPR HIPAA NIST-800-53
Iv_35.7.d 1643120 SA11, AU.14, ACT

Artificial Intell
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SOC-AI

Threat detection

SOC-AIl threat detection provides
real-time protection against threats.
Its detection algorithm is fast and
effective, enabling an immediate
response to any attack. In addition, it
can associate detected threats with
the vector according to mittre for
better understanding and analysis of
the threat.

Air

-
= @OCAl “" | Modules ' Log data analysis
Security events ©

Dashboard Events

B~ Search

cluster.name

+ Add filter

Total Level 12 or above alerts

226415 49

Authentication failure

39232

Alerts evolution - Top 5 agents

20,000 ® macos

@ RHEL?
» @® Amazon
€
é 10,000 @ windows
I I I I @ Debian
0 II
12:00 15:00 18:00 21:.00 00:00
timestamp per 30 minutes
Security alerts
Time + agent.name rule.mitre.id rule.mitre.tactic rule.description
> Aug 11, 2028 @ 10:13:49.493 Windows T1218 Defense Evasion, Execution Signed Script Proxy Execution:

i$) Explore agent

KQL ~  Last 24 hours

Authentication success

51

7 Top Mitre ATT&K tactics

N\

%

C:\Windows\System32\svchost.exe

0 @

[2) Generate report

Show dates & Refresh

@ Credential Access
@ Defense Evasion
@ Execution

@ Initial Access

@ Privilege Escalation

rule.level ruleid

10 255563

Artificial Intelligence Research - www.air-institute.org




SOC-AI Alr

Threat response

e ~
= @OCA' ' Modules = Log data analysis 0 ®»
PCIDSS ®
Controls Dashboard Events (%) Explore agent [3) Generate report
SOC-AIl has an automated g p— @ B Lastzahours showtes | C petesn |
re s p O n S e Syste m Wit h cluster.name rule.pei_dss: exists  + Add filter
m it i a t i O n r u I eS d eta i I e d PCI DSS requirements Requirements by agent s
g / @65 5.000 @ Amazon
1 1 5.000 @024 ® Centos
reporting and configurable o -
oy s . 5 @ 1052 @ RHEL7
alert systems. In addition, it ¢SS T e ol
) 1.2.1 £ Windows
has standard measurement ores —
icall AR AR AR AR AL IR e . : ™
Syste m S to a u to m at I C a y 15:00 18:00 21:00 tlm:':;::_‘p por zoﬂiiﬂu(es 06:00 09:00 12:00 10,24 1025 Req:‘;:‘_‘ems 11.23 114
assess compllance. .
Recent events PCI DSS @  Requirements
Time » agent.name  rule.pci_dss rule.description rulelevel rule.id Requirement 10 [EEFIGE —
Aug 17, 2020 @ 13:24:11.878 Windows 18.2.4, 18.2.5 Logon Failure: Unkngwn user or bad password 5 sns Mu”emem ik 10.2.5 - Use of and changes to i.. 163332 6.5 - Address common coding ... 174
L Requirement 6 y
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Recent incidents AiR

94% of Spanish companies recognise that they have suffered a cybersecurity incident. In fact, in
2022, Spain ranked third in the world in terms of cyber-attacks.

Cyber-attaCk on the Clinic in Los cibercriminales del Clinic

Barcelona amenazan con publicar datos de
pacientes con enfermedades

On 5 March 2023, the Clinic received a infecciosas

ransomware attack, a method by which

e |ainvestigacion del ciberataque apunta al robo de ensayos del Clinic

cybercriminals hijack particularly important
data and demand a ransom to unlock access.
The group of cybercriminals demanded that the
Govern de Catalunya pay 4.5 million dollars to
free the 4.4 terabytes of affected data, a
demand that the authorities have rejected.
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Recent incidents

94% of Spanish companies recognise that they have suffered a cybersecurity incident. In fact, in
2022, Spain ranked third in the world in terms of cyber-attacks.

Computer ]
oy

MSI es victima de un ciberataque y pone en
aviso a los usuarios de sus equipos

INDUSTRIA [lan K. Cherre | 7 abr. 2023 15:30h. 0006

MM ) W

Cyber-attack against MSI

MSI sufrié un ciberataque el dia 7 de abril con
el que se han robado 1,5 TB de datos y la
empresa lanza una recomendacion a los
usuarios con estos equipos.

La compafia ha emitido un comunicado en el
cual se detallan los hechos y se asegura que se
esta trabajando con las autoridades para
investigar el asunto y minimizar los posibles
danos que se hayan podido causar.
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Recent incidents

94% of Spanish companies recognise that they have suffered a cybersecurity incident. In fact, in
2022, Spain ranked third in the world in terms of cyber-attacks.

Cyber-attack against Yoigo

On 4 April 2023 Yoigo acknowledged that it had
been the victim of a cyber-attack. In this
incident, third parties outside the organisation
were said to have gained access to some of the
personal data of the telephone company's
users.

={«]b

Yoigo sufre un ataque informatico: los
ciberdelincuentes han tenido acceso a
datos de sus clientes

» La teleoperadora ha reconocido que ha sido victima de un ciberataque este fin de semana y la informacion robada podria
usarse en futuros delitos.

e Detectan una estafa que descarga malware en tu dispositivo simulando un proceso judicial

e Laclave para no caer en ciberestafas esta Semana Santa: solo tienes que seguir este consejo

@ MAS INFORMACION SOBRE:

("Yoigo ) (" Phishing )
g0 ) (_ 9 )
e

( Ciberseguridad )r 4\

Clberataque/\

Los datos de algunos clientes de Yoigo se habran visto comprometidos por el
ciberataque. / rattanakun via Canva.com / Yc Montaje: 20BITS
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Edge computing architecture for loT
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Analyze data flows

* Orchestration
e Policy scheduling

£ | & G | [Deep
.

Edge Layer

Edge Gateways
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@ Indoor Outdoor Automation Climate control
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BISITE-PCB for EDGE computing

e Communication with sensors/actuators (WiFi, Bluetooth, LoRa...)
- e e Edge Computing with NVIDIA JETSON
S e Communication with Cloud (Ethernet, 3G/4G, NB-IoT...)
/ e Communication with PLC (Ethernet/IP, ModBUS...)

E A

. ”“

- 7 /) ZigBee lal
: (Sensnrs & Actuators) " o

E A e

E & W’ [PIRJOIF] 1]
; =4 N2y saaa
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Blockchain

Compliance - trust - irrefutable proof - data integrity
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ADIE-RENFE Alr

Int Gases is a sensorization
project implemented in hangars.
The main objective is to collect
data on different pollutants from

l engine combustion, to be studied
later using the intelligent tool
; ?’_. Depp Intelillence.
e A2 .“5DEEP
A  a e N Intelligence
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PLATINUM PROJECT Alr

PROCESS SENSORS

0 0 Industrial process variables

—_— o ® @ monitoring for wood plank
¢ y v - manufacturing to predict
l swelling and density

parameters and predictive
A t d dict
b T, EDGE COMPUTING maintenance execution by
GATEWAY

using Edge Computing
Processing and DEEP
Intelligence.
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SMARTFARM Alr

@ SmartFarm Automatic filling and weight

level monitoring system for
livestock farms.
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Empower your
business!

b Deep Intelligence transforms
data into valuable
Information and helps your
business take the best —
decisions
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